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Confidentiality Ensures the data protection transmitting between the
communicating parties from unauthorised access.

Integrity Ensures that the generated data by IoT sensors should
not be altered in transit and should not be

compromised while retaining at the big data warehouse.

Authentication Enables the IoT devices to verify the communicating
peer identify.

Availability Enforces the continuous availability of IoT devices to
the user when it is required.

Data freshness Ensures that each data set is sent by the IoT devices is
fresh and no adversary replays with the old messages.

Non-repudiation Demonstrates that a communicating party cannot
disprove sending of an earlier message.

Authorization Ensures that merely authorised communicating parties 
are authorised to access the various resources services.

Resilience against 
sensing device 
capture attack

Ensures other parts of the devices and network resources 
are protected by security mechanism if some parts are

compromised.

Unbreakable 
service

Enable strong deployed mechanism that provides
continuous services in case of energy issues or
physically stolen of devices by the adversary.

Forward secrecy Generating random public key each session to hamper
the one compromised message to a�ect other messages.

Anonymity Enforces that the information of a legal party can not be
accessed by an attacker.

Attack resistance Ensures secure authentication process against various
potential attacks.

Scalability Ensures authentication scheme is scalable enough to add
nodes dynamically. �e computational workload should
not be a�ected by the enhancement number of devices.
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Eavesdropping
attack

Insecure wireless channels are suitable platforms to
listen to ongoing communication to execute this attack.

Impersonation
attack

An illegal entity pretends as a legal entity by replaying
a genuine message from a successful communication

interception.

Denial of
service attack

An illegal entity uses the resources entirely to make the
system unavailable to the legal entities. In IoT, this
attack is so critical because of resource-constrained.

Parallel session
attack

An illegal entity might incept manifold parallel runs
of the protocol by the initial protocol performance

information capturing.

Password
change attack

A chain of password change will be tried by an attacker
to seek a relevant successful password change.

O�ine
guessing attack

�rough a •Brute-forceŽ attack, passwords
are gained by an illegitimate entity.

Stolen smart
device attack

All the stored sensitive information can be retrieved
through the power analysis attack

if the device is lost or stolen.

Man-in-the-
middle attack

An attacker tries to delay, alter, or eliminate
communicated messages among the legal parties

by listening to their communication.

Gateway node
bypassing

attack

�e legal gateway node can be bypassed by an
illegal entity to be connected to an IoT

node without authentication.
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